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Executive summary 
 
Following the emergence of Bitcoin and other so-called crypto-currencies, the last three years have seen               
through a wave of ICOs (Initial Coins Offerings), leveraging on the DLT technology underpinning most               
cryptocurrencies to support the issuance of other types of instruments. This wave has mainly seen the                
issuance of utility tokens in an unregulated environment. More recently, we have seen a new type of                 1

token emerging in the form of security (or investment) tokens which, in essence - and a number of                  
regulators have started to confirm that - should be assimilated to securities i.e. equivalents to traditional                
securities but which are issued, maintained and transferred on a DLT infrastructure. One of the most                
important features that security tokens bear is, contrary to utility tokens, the fact that existing securities                
laws and practices should be considered as applying to them and, among others, all requirements in terms                 
of KYC and AML regulations. These regulations are there to control who holds a security and who                 
transfers it in order to detect and prevent money-laundering, terrorism financing and other illegal or               
fraudulent activities. 
 
The main goal of the T-REX standard is to create a set of global tools, fully based on blockchain                   
technologies, to allow for the frictionless and compliant issuance and use of tokenized securities on a peer                 
to peer basis or through marketplaces. These tokens are issued in full compliance with regulations and                
issuers requirements, as control mechanisms are embedded in the tokens themselves. With T-REX, we are               
implementing a “Compliance by Design” approach where it is simply impossible for an investor to buy a                 
security without being compliant. The regulator itself can verify the compliance of the Issuer through the                
auditing of smart contracts that support the Security Token life cycle. 
 

1 In this document, we will refer to: 
- Utility tokens: are a representation on the blockchain of a specific right to goods or services that the issuer of the token 

has created or is in the process of creating and. We will generally restrict the usage of the term “ICO” to designating 
the issuance of utility tokens; 

- Security tokens (or, more broadly, investment tokens): are assets representing an expectation of (and a claim on) 
future cash flows (other than a simple market price increase) resulting from the activity of the issuer. They can be 
assimilated to “traditional” securities and represent debt/loans, equity or investment funds for instance (They can 
further represent securities assets as land, real-estate, planes, ….). We will generally use the term STO - Security 
Tokens Offering - to designating the issuance of security tokens. 
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The management of compliant transactions through T-REX backed permission tokens will be based on 4               
main pillars creating a decentralized Validator:  
 

- OnchainID , a blockchain based identity management system, allowing for the creation of a             2

globally accessible identity for every stakeholder.  
- A set of validation certificates (technically speaking, these certificates are the claims, described             

in the ERC-734 and ERC-735 standards used by onchainID, that will be described further in the                
document. For a better understanding, we will name these as certificates in this introductory              
section as it has more semantical sense.) emitted by trusted third parties and signed on-chain, each                
of them linked to a single onchainID.  

- A transfer manager whose role is to act as a filter of all the transactions of tokenized securities                  
and will check the validation certificates of the stakeholders Essentially, the transfer manager will              
check that the receiver has the rights to receive the tokens following the specific compliance rules                
and issuer requirements applicable for this specific asset. The transfer manager will block the              
transaction if the receiver misses a mandatory certificate and will notify him about the reason of                
the failure.  

- A set of Compliance rules ensuring that the rules of the offering are respected, e.g. the maximum                 
of investors per country of distribution, the maximum of tokens held by a single investor, etc.                
These rules are not only linked to the identity of the receiver of a transaction but also to the global                    
distribution of tokens at a certain time.  
 

These 4 key elements allow issuers to use a decentralized Validator to control transfers and enforce                
compliance on the holders of the security token. The Validator includes rules for the whole offering                
(e.g. managing the max number of holders allowed in a specific markets, when such rule apply), and rules                  
for each investors (e.g. KYC or issuer-defined eligibility criteria) thanks to the identity management              
system.  
 

  

2 https://onchainid.com/ 
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Constraints for tokenized securities 
Although, so far, the rules applicable in issuing and holding utility tokens have been largely undefined -                 
or at least very vague - in most countries, an STO consists in the issuance of a security that uses the                     
blockchain technology as its registry, proof of ownership and transfer infrastructure. Such instrument is              
regulated in every country and, as a consequence, STOs have to comply with the related regulations of the                  
country where the security token is issued in as well as those of the countries where it is distributed (sold).  
 

 Utility Token Security Token 

Purpose Usage Investment 

Regulation Non existing or vague in most      
cases 

Stringent as existing securities laws     
should be taken as reference. 

Lifecycle Simple As complex as a security 

Secondary Market Nearly no constraints As complex as a security 

Figure 1 : comparison between utility and security token 
 
Another significant difference between ICOs and STOs is related to the token lifecycle. ICOs - dealing                
with utility tokens - result in the issuance of tokens that have a relatively simple life cycle: once the token                    
is shared among a decentralized network, its governance is mostly the results of its token economics.                
Contrary to security tokens, the situation is quite different, as the issuer - or its appointed agent - remains                   
generally liable for applying a number of controls to its token after issuance and during the entire “life” of                   
its security token. In addition, the issuer might need to apply a number of corporate actions                
(dividend/interests payments, … ) or corporate events (calling for an AGM/EGM, …) to its token which                
further increase the need for the issuer to keep in touch with (keep some control on) their investors. 
 
One could identify two main types of control requirements related to the issuance, the holding and the                 
transfer of security tokens : 
 

ǒ One relates to regulations applicable to the security considered, that are independent of the              
security token itself (i.e. general rules). For example, the need to identify the investor, to collect                
proof of their identity, to check their name against blacklists, i.e. generally speaking, control              
requirements related to AML/KYC, or other applicable regulatory rules. 

ǒ Then some controls might be related specifically to the security that is issued, for example,               
restrictions about the investor type and location or about the amount of money that can be                
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invested in a certain period. These might be linked to the regulatory environment under which the                
issuer has decided to issue their token or simply linked to eligibility criteria defined by the issuer                 
for instance, for commercial reasons (e.g. restricting the access of a certain share class, having               
specific fees characteristics, to investors of a specific country). 

 
Addressing these different control requirements will require a high level of reusability and flexibility              
when designing the token.  
This is the reason why we have designed the T-REX standard. It provides a set of generic tools helping                   
token issuers apply and manage the necessary controls and permissions to security tokens through a               
flexible decentralized validation system (the transfer manager), allowing them to add all the rules that               
need to be addressed to approve holding and transferring their tokens. 
 

  

tokeny solutions - The Compliant Tokenization Platform  -  www.tokeny.com  -  contact@tokeny.com     

This work is licensed under a Creative Commons Attribution-NoDerivatives 4.0 International License. You should not rely on this framework as                    

legal or financial advice. It is designed for general informational purposes only. This framework is provided “as is” with no representations,                     

warranties or obligations to update, although we reserve the right to modify or change this framework from time to time.

             7 



 

Decentralized Validation System 

Overview 
A transfer of ERC-20 tokens generally happens in the following way on Ethereum blockchain, with the                
standard ERC-20 implementation: 

 
Figure 2 : illustration of an ERC-20 transaction 

 
 
Transactions are executed between 2 peers, without any restrictions and without any control, the freedom               
of transaction is complete and pseudonymous, AML/KYC checks are only performed when crypto is              
converted into fiat currencies or when fiat currencies are converted into crypto and there are a lot of ways                   
to avoid these through unregulated exchanges, direct exchanges between peers, etc.  
 
In comparison, a transaction in a T-REX compliant ERC-20 permissioned token will be processed as               
follows: 

 
Figure 3 : illustration of a T-REX permissioned token transaction 
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ǒ An entity can self-deploy an ERC734 compliant Smart Contract (such as onchainID) directly on              

the Ethereum blockchain or by using a decentralized identity management solution; 
ǒ An ERC734 contract can be deployed on behalf of an entity by a third party (for example an                  

exchange platform or a token issuance platform creating identities for their users in order to have                
them subsequently populated with claims related to token eligibility).  

 
 
Role: Claim issuers 
 
 

 
Figure 8 : claim issuer’s identity creation  

 
1. Claim issuer deploys an identity contract by any of the methods mentioned above. 
2. It then adds a claim signer key to the identity contract deployed. This claim signer key can now                  

be used to sign claims requested by other identities. If this key is deleted, all the claims signed by                   
this key will become invalid. 
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